Pa3bsAcHeHUe O NONMUTUKE MH(POPMALIMOHHON 6e30NacHOCTH ANSA UHTEPH
eT-aKBaupuHra

Komnanusa: O6LlecTBO ¢ orpaHU4eHHOW OTBETCTBEHHOCTLIO "KOCMETOHOWIH HA

MAPKCUCTCKOWN" (OO0 "KOCMETOJNOMA HA MAPKCUCTCKOW" )
Aata yteepxaenusn: 17.12.2021

1. O6ume NOJIOXEeHUA

HacTosullee pasbsicHeHne onvuckiBaeT Mepbl No obecnedeHnto nHpopmMaumoHHon Geson
‘aCHOCTU Mpu NpUéme OHNanH-NnaTexei ¢ Mcnonb3oBaHnem 6am<oscumx KapT (MHTepHe
T-9KBAWPWHT). i

Llene nonutnkn — ;
3aliMTa nepcoHanbHbIX AAaHHbIX U PEKBU3UTOB NNATEXHbIX KAPT KNMEHTOB, NpefoTBpaLl
eHVe HecaHKLMOHMPOBaHHOro AocTtyna K nHdpopmauum, cobniogeHve tpeboBaHuii 3ako
HopaTenbCTBa U MEXAYHapOAHbIX CTaHAAPTOB. '

2. MpumMeHAeMble cTaHAapTbl 6€30NacHOCTH
KomnaHus obecneuvnsaeT cooTBeTCTBUE TPEBOBAHUAM:

PCI DSS (Payment Card Industry Data Security Standard) —
MeXAyHapOoAHbI cTaHhapT 6e30nacHOCTY AaHHbIX NMATEXHbIX KapT. -

®3-152 «O nepcoHanbHbIX JaHHBLIX» —
3aKoHoAaTenLCTBO P® 0 3aliuTe nepcoHasnbHbIX faHHbIX.

TpeboBaHuin nnaTéxHbix cucrem: Visa, MasterCard, «Mup».

3. TexHU4ecKkue Mepbl 3aUThbI
Ana obecnevyerHunn GesonacHoOCTU NnaTexein NPUMEHSITCA:

lundpoBaHune gaHHbIX no npotokony TLS Bepcuun He Hxe 1.2 npu nepeaave AaHHbIX
mexay bpaysepom KnmeHTa u NNaTéXHbIM LUMT30M.

TokeHU3auus —
3aMeHa peanbHbIX JaHHbIX KapThl HA YHUKANbHBLIA TOKEH, HE UMEIKOLNIA LLEHHOCTU ANA 3
NOYMbILUNEHHWUKOB.

Texnonorua 3D Secure (Verified by Visa, MasterCard SecureCode, Mir Accept) —
AononHUTenbHas ayTeHTuukauus agepxarens kapTel Yyepes SMS-kog unu push-yeeao
MIeHue.

AHTUdpoa-cucteMbl —
aBTOMaTUYECKUA aHanu3 TpaH3akuui Ha NpU3Haku MoleHHn4YecTBa (npoeepka IP- a,ape
ca, IMMUTBI Ha CyMMY 1 4acToTy onepawuuia u ap.).

3awuuwénHoe coeauHernue HTTPS Ha Bcex cTpaHuLax, CBA3AHHbIX C ONNaToi.

4. O6paboTka U XpaHeHue AaHHbIX

PekBu3anTbl BaHKOBCKUX KApT He XPaHATCH Ha cepeepax KomnaHun. ObpaboTka v xpaH
eHWe AaHHbIX OCYLLECTBNAIOTCA Ha CTOPOHE CepTUPMLMPOBAHHOIO NNaTEXHOro arpera
Topa/baHka.

MNepcoHaneHble fAaHHble knneHToB (PUO, e-mail, TenedgoH) obpabaTbiBaloTCA TONLKO B
Liensix BbIMONHEHWUS OFOBOPHbLIX 00A3aTENbCTB U XpaHATCA B 3alUMLLEHHbIX Basax gaH
HbIX.
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ﬂomyn K KoHdbmAeHUnansHoOn nHhopmMmaLm orpaHuyeH 1 NpeaocTaBnAeTca TONbKO yn
ONHOMOYEHHbLIM COTPYAHUKAM.

5. O6513aHHOCTU KOMMNAaHUU

KomnaHus obasyeTtcs:

Obecne4nBaTh 3aLLNTY MHPOPMALMOHHBIX PECYPCOB OT BHELLHUX 1 BHYTPEHHUX Yrpos,

HemepnneHnHo yBegoMnaTe GaHK 1 KIIMEHTOB O CriyqasxX HapyLUeHWs KoHtbuzeHUmanbHo
CTU (NPW HaNM4YUK OCHOBAHWN). . :

PerynspHo o6HOBNATL NporpaMmHoe obecneyeHne u aHTUBUPYCHYIO 3aLLuTy.
MpoBoANTL ayAnT 6e30NacHOCTU U TECTUPOBAHWUE Ha NPOHUKHOBEHNE.
ObyuaTb COTPYAHUKOB NpaBuninamMm MHopMaLMoHHON Be3onacHoCcTu.

6. O6s3aHHOCTHU KNUeHTa

[Mpwn npoée,u,eHMM nnarexen KNMeHT obasax:

Mcnonb3oBaTh TOMBLKO NNUHBIE U NErMTUMHBIE NNATEXHbIE WHCTPYMEHTbI.
He nepepnaBaTtb peKBN3UTLI KAPThl TPETBMM NULIAM.

HesamegnuteneHo coobuiatb 6any O NoJo3pUTENbHbLIX onepaLuax.

7. Mopaaok pearnpoBaHuAa Ha UHLUWUAEHTbI

B cnyyae BbhifiBNEHWS HapyLleHnsa 6e3onacHoCcTH:

BrnokupoBka noao3puTerbHbIX TPAaH3aKLMA.

YBeoMneH1e GaHKa 1 NNaTéxXHbIX CUCTEM. _
NHopMupoBaHue 3aTpOHYThIX KIMUEHTOB (Npu HE0BXOAMMOCTH).

I'[pose,u,eHme BHYTpeHHEero paccnegoBaHna U ycTtpaHeHne npudmnH MHUMOeHTa.

8. KoHTakTHasi uHdopmauus

Mo Bonpocam 6e3onacHocT nnartexen n o6paboTkn AaHHbIX oBpallanTecs:
o TenedoH: 74957883593 | '
« E-mail: nfo@doktorvolos.ru

o ®opma obpaTHOIN CBA3KN Ha calTe: qepes ¢hopmy obpaTHOI CBSI3N Ha caiiTe
https://doktorvolos.ru/

MpuMeuaHue: HacTosillee pasbACHEHNE ABMAETCS YacTbio NybnuyHoin oepTbl kKomna
HUW U NOANEXUT pasMeLLEHUIO Ha caiiTe B pasaene «besonacHocTb nnatexein» nnu «[1
ONUTUKA KOH(PUAESHLUANBHOCTUY.

FeHepanbHblid AUPEKTOp /@‘///

000 «KOCMETOJIOIMMA HA MAPKCUCTCKOW» | .M. NBaHoBa




PasbsacHeHUe o nonuTuke MHhopMaLlMOHHOK 6e30NacHOCTU ANA UHTEPH
eT-aKBapuHra

Komnanus: O6uiecTBo ¢ orpaHnyeHHol oTeeTcTBeHHOCTbio "MIHCTUTYT
MACTUHECKOW XUPYPTUN" (OO0 "MIHCTUTYT NNACTUYECKOW XUPYPI " )
Oata yreepxaenus: 15.01.2010 '

1. O6wKe nonoxeHus

HacTosilee pasbsicHeHne onuckiBaeT Mepbl Mo obecneyeHnio MHopmMaLoHHo 6eson
acHOCTW Npu NpUémMe OHNaH-NnaTexen c ncrnonb3oBaHnemM GaHKOBCKUX KapT (MHTEpHe
T-3KBANPUHT).

Llene nonutukn — :

3almMTa nepcoHanbHbIX AaHHbIX U PEKBU3NTOB NNATEXHBLIX KAaPT KITMEHTOB, NpeaoTBpally
eHVe HecaHKUMOHUPOBAaHHOro focTyna K MHopMauum, cobniogeHune tpeboBaHuii 3ako
HoAaTenNbCTBa U MEXAYHapOAHbIX CTaHAapTOB.

2. MMpumMeHaeMble cTaHAapTbl 6€30NacHOCTH
KomnaHusa obecneunBaeT cooTBeTCcTBME TPpebOBaHUSM:

PCI DSS (Payment Card Industry Data Security Standard) —
MEXAYHaPOAHBIN CTaHAapT 6E30MacHOCTM AaHHbIX NNAaTEKHbIX KapT.

®3-152 «O nepcoHanbHbIX AaHHbIX» —
3akoHoaaTenbcTBo P® 0 3alimnTe nepcoHanbHbIX faHHbIX.

TpeboBanuii nnaTéxHbix cuctem: Visa, MasterCard, «Mup».

3. TexHu4yeckue Mepbl 3aLUThI
[ns obecneyeHus 6e3onacHOCTK NnaTexein NPUMEHSIIOTCS:

LWucpoBaHue aaHHLIX No npoTokony TLS Bepcun He Huxe 1.2 npu nepenade AaHHbIX
mexay bpaysepom KNMeHTa 1 NNaTéxHbIM LLMHO30M,

TokeHu3auua —
3aMeHa peanbHbIX JaHHbIX KapTbl HA YHUKANbHbIA TOKEH, HE UMEILLUIA LIEeHHOCTK AN 3
NOYMbILUNEHHUKOB.

- TexHonorua 3D Secure (Verified by Visa, MasterCard SecureCode, Mir Accept) —
AononHutenbHas ayTeHTudrkaumus aepxarens kaptel Yepes SMS-kon unu push-yseao
MITeHue.

AHTUhpoa-cucTteMbl —
aBTOMaTUYECKUIA aHanus TpaH3aKkuui Ha NpU3Hakn MolleHHuYecTBa (nposepka IP-agpe
ca, NIMMUTbI HAa CYMMY W 4acTOTy onepauuin u ap.).

3awmwénHoe coeguHenue HTTPS Ha Bcex cTpaHuLax, CBA3AHHbIX C ONnaTon.

4. ObpaboTka n xpaHeHne AaHHbIX

PekBn3nTbl GaHKOBCKWX KapT He XpaHATCA Ha cepeepax komnaHun. OBpaboTka v xpaH
eHWe [aHHbIX OCYLLECTBMAIOTCA Ha CTOPOHE CepTUULIMPOBAHHOTO NNaTEXHOro arpera
Topa/baHka.

lNepcoHanbHble AaHHble KnueHTos (PUNO, e-mail, TenedoH) obpabaTtbiBatoTcst TONbKO B
LiensX BbIMNOMHEHWS 4OrOBOPHbIX 0053aTENLCTB U XPaHATCS B 3alUMLLIEHHBLIX 6asax aaH
HblX.
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HAocTyn K KoHhUAEHUManNbHOW MHAOPMAaLIMKU OrpaHUYeH U NPeAOCTaBAAETCA TONbKO Y
ONHOMOYEHHbBIM COTPYAHWKaM.

5. O6sA3aHHOCTU KOMMaHWUK
KomnaHus obasyeTcs: _
Ob6ecneunBaTh 3aLLUTY UHPOPMALIMOHHBIX PECYPCOB OT BHELUHUX U BHYTPEHHUX Yrpo3.

HemeaneHHo yeegomnaTe 6aHK ¥ KNMEHTOB O Crnyvasx HapyLUeHUsi KoHbuaeHUuansHo
CTU (NPY HaNMYUN OCHOBAHUN).

PerynsipHo 06HOBNSATL NporpaMmHoe oGecneveHue u AHTUBVPYCHYIO 3aLLUTY.
lNpoBoaAnTbL ayauT 6€30NacHOCTN U TECTUPOBaHME Ha NPOHUKHOBEHWE.
Oby4aTb COTPYAHUKOB npasunamMm nHopmMaLMoHHON 6e3onacHoCTu.

6. OGA3aHHOCTY KNUEHTa _

[Mpun npoBeaeHUM NNaTexen KNMEHT 00sA3aH:

Mcnonb3osaTtk TOMBKO NINYHBIE U NEMMTUMHbIE NNATEXHbLIE UHCTPYMEHTBI.
He nepefaBaTtbh pekBU3NUTbI KAPThLI TPETBUM NULIAM.

HesameanutensHo coobLiaTe 6aHKy 0 NOAO3PUTENBHBIX OnepaLusX.

7. Mopapok pearnpoBaHWUA HA UHLUUACHTDI

B cnyvae BbisBneHUst HapyLleHus 6e30nacHoCTy:

Briokuposka noao3puTenbHbIX TpaH3aKLMIA.

YBegomnernue baHka u NNaTEXHBIX CUCTEM.

NHdopmMmupoBaHue 3aTpoHYTbIX KNMEHTOB (Npu Heo6XxoaMMocTK).
MpoBeaeHue BHYTPEHHEro paccnenoBaHus u yCTpaHleHwe MPUYUH UHUKMAEHTA.

8. KoHTakTHan uHcopmauus

Mo Bonpocam GesonacHocTy nnatexeil 1 06paboTKU AaHHbLIX obpalyanTecs:
o TenedoH: 74957883593
» E-mail: nffo@doktorvolos.ru

+ ®opma obpaTtHoi CBSI3U Ha caiiTe: Yepes popmy obpaTHOi CBA3K Ha caiTe
https://doktorvolos.ru/

MNpumeyaHue: HacTosiLee pasbAcHeHWe SBNSETCA YacTbio Ny6nuyHoi odepTsl Komna
HUW 1 NOANEXUT pasMeLLeHnto Ha canTe B pasgene «besonacHocTb nnatexeny unu «[1
ONUTUKA KOHPUAEHLNANBHOCTUY .

[‘eHepanbHbIA AUpeKTop

000 «MHCTUTYT NNacTUYecKon xupyprum» &,
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